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Magrathea Root Certificate Authority (Root CA) installation

In order to successfully validate that the connections you are making are to Magrathea
systems you need to obtain and use or install the Magrathea Root Certificate, from which all
our other certificates are signed.

Included in this document are instructions of how to obtain and install this certificate on the
most common systems.

If you are using other systems, or you get errors messages during the installations which
suggest that the ability to install new certificates is against the policies enforced by your
organisation, please check with your own Systems Administrator/IT Department as
Magrathea are unable to help with specific installation or configuration issues related to
certificate installations.

Table of Contents

Magrathea Root Certificate Authority (Root CA) installation ...............ceevvvviiiiiiiiiiiiiiiiiiiieeeee 1
Validating the CertifiCALE .......coiiieieie e e e e e et e e e e e e e e e et e e e eaaeas 2
Installing the Magrathea Certificate in FIr€fOX ...........oviiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeee e 3
Installing the Magrathea Root Certificate in Internet EXPIOrer...........veeeiiieeiiiiiiiiiece e 4

Obtaining the Magrathea Certificate on LINUX MAChiNES ...........coiiiiiiiiiiiiiiiiiee e 7



Validating the Certificate

To ensure that the certificate you download and install is the genuine Magrathea Root CA,
please validate the Fingerprint of the certificate using one of the following methods (or
whatever method is preferred by your Systems Administrator).
On Linux, you can calculate the Fingerprint using the command:
cat mag-root-ca.crt | openssl x509 -shal -fingerprint
The Magrathea Root CA has a fingerprint of:
AB:63:97:0C:C1:B1:9E:CC:AD:41:64:9B:EA:41:B8:30:38:18:80:43
During installation using the Windows Certificate Import Wizard, you will be presented with a
Dialog box asking you to confirm the installation. Windows refers to the Thumbprint, which
is identical to the fingerprint listed above for Linux, however will be presented slightly
differently:
AB63970C C1B19ECC AD41649B EA41B830 38188043
On other systems, the fingerprint/thumbprint may be represented in a different way, but as

you can see from these examples it should ALWAYS contain the same actual values, once
presentation differences are accounted for.



Installing the Magrathea Certificate in Firefox

Go to the Magrathea Client Download page and find the Magrathea Certificate Authority
(http://wvww.magrathea-telecom.co.uk/assets/Client-Downloads/mag-root-ca.crt)

Click on the certificate and you will be presented with the following dialog (or similar):

Downloading Certificate I&

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "Magrathea Telecom CA" for the following purposes?
[] Trust this CA to identify web sites,

[] Trust this CA to identify email users.

[T] Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
| procedures (if available).

Examine C& certificate

| Ok || Cancel |

L

Tick the ‘Trust the CA to identify web sites’ and click OK to install the certificate


http://www.magrathea-telecom.co.uk/assets/Client-Downloads/mag-root-ca.crt

Installing the Magrathea Root Certificate in Internet Explorer

Go to the Magrathea Client Download page and find the Magrathea Certificate Authority and
click on it (http://www.magrathea-telecom.co.uk/assets/Client-Downloads/mag-root-ca.crt)

Then select “Open”to bring up the Certificate and click “Install Certificate” to open the
Certificate Import Wizard:

-

Certificate

General |Deiai|s | Certification Path

@E Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Magrathea Telecom CA

Issued by: Magrathea Telecom CA

Valid from 17/ 07/ 2012 to 15/ 07/ 2022

Install Certificate...| | Issuer Statement

Learn mare about certificates

Select “Next” on the Welcome page, then select “Place all certificates in the following
store” and click the “Browse” button:
[ Certificate Import Wizard - - @1

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate,

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:

Browse...

Learn more about certificate stores

[ < Back ][ MNext = ][ Cancel ]

Now Select the “Trusted Root Cetrtification Authorities” and click OK:



http://www.magrathea-telecom.co.uk/assets/Client-Downloads/mag-root-ca.crt

il N
Select Certificate Store M

Select the certificate store you want to use.

*

------ {| Personal
Bl Trusted Root Certification Authorities |:
[ | Enterprise Trust i
| Intermediate Certification Authorities

| Trusted Publishers

1 lntristed Certifirates
4| 1 | »

[7] show physical stores

[ oK ][ Cancel ]

Now click “Next™

-
Certificate Import Wizard - -

Certificate Store

Certificate stores are system areas where certificates are kept.

the certificate.

(@) Place all certificates in the following store

Certificate store:
Trusted Root Certification Autharities

Learn more about certificate stores

Windows can automatically select a certificate store, or you can spedify a location for

() Automatically select the certificate store based on the type of certificate

< Back ][ Mext =

l [ Cancel




Click “Finish”, then click “Yes” when asked if you want to trust the Magrathea Telecom CA:

Security Warning l"'“‘""-]

You are about to install a certificate from a certification authority (CA)
l % claiming to represent:

Magrathea Telecom CA

Windows cannot validate that the certificate is actually from
"Magrathea Telecom CA". You should confirm its origin by contacting
"Magrathea Telecomn CA". The following number will assist you in this
process

N Thumbprint (shal): ABG3970C C1B19ECC AD41649B EA41BE30 38188043

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?




Obtaining the Magrathea Certificate on Linux machines

Most Linux utilities are able to be told what CA Root certificates they should be using so it is
not usually necessary to install the Magrathea certificate to a specific location on your Linux
machine, you can usually download the certificate to a convenient location and then
reference it in the configuration files or command-line of any Linux command you use to
make a connection to a Magrathea system.

Download the file to a directory you can reference, for example /home/certificate

cd /home/certificate
wget http://www.magrathea-telecom.co.uk/assets/Client-Downloads/mag-root-ca.crt

Then simply use this when connecting as your CA Root. For example, when using the
openssl command you can add this on the command-line:

openssl s_client -CAfile /home/certificate/mag-root-ca.crt
-connect secure.magrathea-telecom.co.uk:777

In any LINUX configuration file or command relating to the CA you should replace the above
example location with your own location.


http://www.magrathea-telecom.co.uk/assets/Client-Downloads/mag-root-ca.crt

