
 

GPG Key Expiry Date Update - Linux 

This guide has been created to assist customers with the GPG key renewal process 
for GPG keys that are due to expire and need updating. When an existing GPG key 
is due to expire, there are 2 possible options to renew:  
 
Option One –The existing key is updated with a new expiry date and re-uploaded by 
Magrathea. The current key remains valid and it is just the date that is 
updated/extended. This is the simplest and recommended option. See below for the 
steps to take. 
 
Option Two – This is only recommended when Option 1 is not possible.  A brand-
new key is generated and uploaded by Mag to overwrite the current one. NB This will 
mean that any files that may have been Downloaded and NOT DECRYPTED, will 
need to be regenerated as the NEW KEY will NOT have access to files - This is due 
to the older files being encrypted by Magrathea using the older key.   If required 
please contact support@magrathea-telecom.co.uk for guidance on Option Two. 
 
The following steps are for option one only and shows command examples and 
screenshots taken from a Debian 11 host using the standard GPG binaries available 
on the Debian software repositories, but as the GPG binaries are standard across 
Linux distributions, there should be not be any issues using them on other Linux 
distributions.  
 
Steps to follow for Option One: 
 
On the machine and user account previously used to generate the original GPG 
key, please run a key list using command:  
  gpg -k 

 
From the list of keys that you have, pick the one currently used for Magrathea CDR 
decryption, ie previously provided to Magrathea and note of the GPG key ID (long 
string of hexadecimals) as it will be needed to update the key. 
 

 
Now, enter the key edit mode: 
gpg --edit-key gpg_key_ID 
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Afterwards, you will need to change the expiry dates of the GPG key, which is a 
normally a two- stage process, as you will need to update both the primary key and 
its subkeys. The primary key is normally key 0 and does not to be selected, so we 
can just enter command 
 
expire 

 
Select the amount of time that you wish to extend the GPG key expire date, 
Magrathea recommends 2 years maximum and confirm the changes 
 

 
 
 

 
 
If you setup a GPG key passphrase with the original key, you will be prompted to 
insert it so that the GPG key expiry date update process continues. 
 

 



  

 

 
Now quit and save the changes 
 

 
 
Once completed we can now proceed with updating the subkey, which as normally 
keys only have 1 subkey, you can access it by typing ‘key 1’. The subkey is the key 
actually used for encryption, so it is quite important to update it, as you can see by 
the screenshot the 1st phase only updated the expiry date on the primary key. 
 

 
 
Now select the secondary key ahead of changing its expiry date 
 
key 1 

 



  

 

 
 
Afterwards, run the expire command again using the same value for key expiration 
as per previous step and do note that if you setup passphrase on the primary key, 
you will get prompted again. 
 

 
 
Finally, we will quit and save the changes: 
 
quit 
 (When prompted to save please choose **y**) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

 

 
 

 
 
The final step is to export the public key ahead of sending it to Magrathea using a 
command based on the syntax below, but please note that you will need to replace 
the output path to a path on your system where you can retrieve the key ( /tmp is 
normally a good option) and the email address with the relevant email address 
associated with your key. 
 
gpg --output /path/to/store/outputfile.asc --export --armour email_address@email.com 

 

 
 
 
The final step is to send the exported public key file to Magrathea via email to 
support@magrathea-telecom.co.uk following the guidelines:  
 
 
Subject line: “Customer name” - GPG  
Attach: (GPG Public key file)  
 
 


